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E-SAFETY POLICY 
 
 
1. Introduction 
 
1.1 At Haringey Sixth Form College, we recognise that the various interactive technologies 
including the Internet are valuable platforms to enable our students to learn. We understand that 
these interactive digital technologies encourage ingenuity, amongst our staff and students and can 
be used as an inclusive means of communication and learning. 
 
1.2 As a College we are committed to utilising the Internet and the other digital platforms to: 
 

• Safely allow students access to a vast range of information to extend their learning. 
• Communicate with colleagues and students. 
• Further improve academic attainment 
• Improve student independence and self-directed learning. 

 
The College fully recognises the importance of e-Safety.  Value is placed on the continuous 
development of policies and practices, all members of the College receive regular training on the 
effective and safe use of digital technologies, including the College’s VLE.  
 
1.3 As an inclusive College, with students of varying needs, we believe that it is essential that 
every student has the opportunity to access interactive means of learning, including ICT, enabling 
them to access the curriculum and other areas associated with learning. 
 
1.4 The safeguarding of our students is paramount, and as a College we are aware of the many 
problems that existing and emerging technologies may pose.   We are dedicated to ensuring that 
our students are able to access current technologies safely. Due to the ever-changing nature of 
technology, we are committed to reviewing our policies and training to ensure that future 
technologies can be incorporated to help to deliver our curriculum safely. 
 
1.5 The member of senior leadership team responsible for the safe implementation of eLearning 
within the college is the Assistant Director of Academic and Pastoral Care  

 
2. Scope of Policy 
 
2.1 This policy encompasses: 
 

• All students 
• All teaching and support staff, governors and volunteers 
• All aspects of the College facilities where they are used by voluntary, statutory or 

community organisations. 
 
2.2 The safeguarding of our students is paramount, and as an institution we have put in place a 
number of systems to ensure this; including: 
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• Suitable filtering systems to ensure the safe use of the Internet and other interactive 
technologies. 

• Suitable education, in tutorial lessons, to help students to understand the dangers of the 
Internet and other interactive technologies. 

• Relevant training for all College staff through CPD (Continuous Professional Development). 
• A reporting system for improper use and abuse of interactive technologies. 
• A small collective of staff who have responsibility for the upholding of e-Safety. 

 
The College regularly reviews and revises these policies and systems to ensure their continued 
relevance and effectiveness. 
 
3. Infrastructure and Technology 
 
3.1 At Haringey Sixth Form College, the College’s ICT system is managed by Capita, who provide 
the network, service and facilities that support the communication requirements of the College. It is 
the College’s responsibility to ensure that any voluntary or community organisation, which uses 
the ICT within the College, approaches their practice with the welfare of users in mind. 
 
4. Policies and Procedures 
 
At the College we recognise the need for effective policies and procedures for safety, enabling us 
to have a College-wide approach to using the Internet and other interactive technologies. These 
policies will ensure that there is a fair balance between allowing students to use these resources 
to further their educational goals, whilst at the same time safeguarding our students. 
 
4.1 Use of Internet services, mobile and digital technologies 
 
4.1.1 Haringey Sixth Form College strives to make certain that the Internet and mobile/digital 
technologies are implemented effectively within the curriculum, without infringing any legal 
expectations of educational establishments or putting the safeguarding of its students at risk. 
 
4.1.2 As a College we believe it is essential that all members of staff and students should have 
access to the Internet and other mobile/digital technologies, but should act responsibly when using 
such services. All members of staff and students should also abide by the strict conditions listed 
below. These conditions also apply to any voluntary, statutory and community organisations that 
may make use of the College’s ICT facilities.   
 
We expect all users to sign an agreement confirming that:  
 
Users shall not access websites, create, post/blogs, download/upload/share, material, comments 
or proposals that contain or relate to: 
 

• Proscribed organisations 

• Acting out or promoting illegal activities 

• Indecent images of children 

• Carrying out any acts of racial, religious or any other form of hatred 

• Endorsing or encouraging any kind of discrimination 

•   The distribution and publishing of any information that may be offensive or lead to the 
defamation of character to peers, colleagues or members of staff, including abusive 
images, promotion of violence, and any other hate related abuse i.e. homophobic, 
misogynous, and/or sexist comments. 
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In addition to the above, all users must not: 
 

• Use the College’s ICT facilities to enable the running of a private business 
• Put the image and reputation of the College at risk through the accessing of sites that may 

be seen as libellous or put the College at risk of liability. 
• Illegally share using P2P (Peer to Peer) networks or other file sharing networks any copy 

written software or materials, where the copyright is held by third parties outside of the 
school. 

• Share personal and sensitive information that is covered by the Data Protection Act, 
including but not limited to financial and personal information, network access codes, and 
business relationships. 

• Intentionally affect the normal operation of the College’s network, computers and Internet 
Connection through the circulation of viruses, malware and Trojans. 

• Intentionally access facilities and services that the College offers without the appropriate 
authorisation 

• Use any digital technologies, including mobile devices such as phones, tablets or 
netbooks/laptops, to cause harm or threaten other students or members of staff. These 
mobile devices also fall under all conditions mentioned in 4.1.2 

• Use the Internet as a platform for airing personal opinions or distributing sensitive and 
confidential material 

• Interfere with other user’s experience of the College’s system by: 
 

➢ Corrupting or deleting other users’ data/files/profiles 
➢ Overloading the network connections through the download or upload of large files 
➢ Installing any software without seeking the appropriate authorisation 
➢ Disrupting the work of other users 

 
4.1.3 The College recognises that some lessons may require access to sites that have been 
previously deemed inappropriate, or inadvertently included in the global filtering policy. Such sites 
may however be of use for certain educational purposes.  In such an eventuality, such sites may 
be unrestricted by liaising with the Head of Campus & Estates, with the expectation that the future 
of the restriction is to be reviewed, and possibly re-applied, shortly after.  During the period of de-
restriction, access would be permitted for all users. 
 
4.1.4 The College recognises that an individual member of staff at the College may require 
permanent sole access to sites that are required for them to carry out their role, but have been 
restricted, even though they do not contravene section 4.1.2. It is at the discretion of the senior 
leadership team to arrange a secure and managed means for this to be possible, to therefore 
allow access to the site for that individual only. 
 
4.1.5 In addition to the main wireless and network environment, a separate and secure Wireless 
Local Area Network (WLAN) has been made available for any members of staff at the College who 
wish to use it. At the request of a member of staff for a personal piece of ICT equipment to be 
used on this network, Capita will enable the user’s profile and provide the relevant credentials, 
enabling the piece of equipment to access the WLAN. The College global internet filtering policy 
applies to this network. 
 
4.1.6 Students who require use of the WLAN on their personal devices including phones, laptops 
and tablets will need to login using their College credentials using the H6FC-Students network. 
The College’s global internet filtering policy applies to this network. 
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4.1.7 Any incidents that appear to be a premeditated violation of 4.1.2 shall result in the offender 
being reported to the police; it is our responsibility to protect all members of our College by abiding 
by the law. To clarify, this is accessing sites/material related to: 
 

• Adult material that may breach the Obscene Publications Act in the UK. 
• The creation of improvised explosive devices or any other violent act. 
• Accessing and downloading of copy written software. 
• Sites that breach the equal opportunities legislation. 
• Any media that shows child abuse; this means any type of image that show the involvement 

of a child, who is apparently under the age of 16, in any sexual activity or an act that is 
implied to be sexually provocative. 

 
4.2 Reporting Process 
 
4.2.1 If a member of staff becomes aware of any possible violation of this policy they must report 
the incident to the lead designated safeguarding officer as a matter of urgency; in the absence 
of the designated member, the incident should be reported to the deputy designated 
safeguarding officer.  It is then the responsibility of the designated officer to report this incident to 
the Principal.  If the incident results in the College’s ICT services being compromised, then this will 
need to be logged with the Service Desk and flagged as urgent. If this is not possible, then the 
onsite technicians from Capita will need to be informed of the situation.  
 
4.2.2 The College understands that accidents can happen, and that on some occasions students 
or staff within the College may receive an abusive or dangerous email, or may accidentally open a 
website that is inappropriate or offensive. If this situation occurs, the student should report this to 
their teacher, who will in turn report it to the designated safeguarding officer immediately. If it is 
a member of staff who accidentally accesses such a site, they should report this to the 
designated officer immediately. 
 
4.2.3 The College also believes that it is essential to safeguard students from any incidents where 
they may fall victim of inappropriate behaviour and misuse of ICT which may lead to emotional or 
physical harm. It is our responsibility to take the reporting of such incidents seriously, and when 
deemed necessary, the Lead Designated Safeguarding Officer will pass on details of the episode 
to the main agencies involved in the safeguarding of children, including Children’s Social Care and 
the Police.  
 
It is important to elucidate that as a College we are duty bound, and willing, to safeguard our 
students and members of staff, and that we will pass on any information required by authorities to 
do this. 
 
 
5. Education and Training 
 
5.1 At Haringey Sixth Form College, we understand that the Internet and the many other digital 
interactive technologies can enable students to learn from a different angle, stimulating creating 
and encouraging our students’ thirst for knowledge. As part of this, the College intention is to build 
an online environment, giving students access to a personalised learning platform.  For this, and 
all other branches of eLearning to succeed, we: 
 

• Give students the opportunity to practise the skills of critical awareness, ICT literacy and 
good online citizenship as part of the College’s curriculum. 

• Give training to staff so that they are able to utilise eLearning to support student learning 
and progression, giving them positive experiences when using online resources. 
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• When possible, work with parents, educating them about Internet safety so that students 
can access relevant information and resources safely from home. 

 
 
 
6. Maintaining Standards and Monitoring 
 
6.1.1 As a College we recognise that, due to the ever changing nature of technology, it is essential 
to monitor the use of the Internet and other interactive technologies, and to adapt our policies and 
procedures accordingly.  It is important to monitor the usage of the Internet and electronic mail for 
all students and members of staff to ensure that policies are being adhered to. 
 
6.1.2 Monitoring will also need to include the use of mobile devices such as mobile phones, tablets 
and netbooks/laptops. It is essential that all staff monitor the use of these digital devices, looking 
out for any sign of misuse, resulting in particular students feeling bullied or aggrieved. It is 
essential that we support any student who feels that there has been the use of mobile devices to 
bully or cause harm, whether purposely or inadvertently. 
 
6.2 Sanctions 
 
6.2.1 Haringey Sixth Form College has a clear disciplinary procedure to support the victim in the 
event of a violation of policy, and to allow the College to deal with the situation in confidence. 
 
6.2.2 If it is proven that there has been an illegal or inappropriate use of the Internet or other 
interactive technologies, the follow sanctions shall be applied: 
 

• Students will be disciplined according to the discipline and behaviour policy of the College 
and may have access to the College’s facilities limited or suspended temporarily or 
permanently. 

• When the incident is deemed serious, such as child protection issues or illegal internet use, 
this may lead to the incident being reported to the Police or other regulatory bodies. 

• In the case of adults (including staff, volunteers and other users) violations of the policy will 
be judged under the College’s disciplinary policy 

• Any volunteers or other users of the College’s ICT network who are found to violate the 
policy may result in having their access to the ICT, and in some cases the College, 
removed. 

• Extreme violations may result in the perpetrator being reported to the Police and other 
regulatory bodies. 

 
6.2.3 If inappropriate material has been accessed involuntarily, the user must report this to the 
designated person as soon as it happens so that this can be taken into account for monitoring 
purposes. 
 
 
7. Working in partnership with Parents and Carers 
 
7.1 The College is dedicated to ensuring that parents and carers are satisfied with the level of 
safeguarding in relation to the students’ interaction with eLearning. It is therefore our duty to meet 
with any parents or carers if any concerns arise, so that issues can be fully discussed, and 
alternative arrangements can be made so that their child can access the full extent of the 
curriculum, whilst remaining safe. 
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8. Access to Policy  

8.1 To the public: 

A copy of this policy is available on the College website and, on request, in hard copy. 
 
8.2 To students: 
 
Copies of the policy will be available via the College website.  
 
8.3 To staff: 
 
All staff will have access to the policy on the website and will be made aware of it as a part of the 
Staff Handbook. 
 
8.4 Feedback 

The College welcomes feedback from students, parents/carers, staff, other stakeholders and the 
wider community. Any comments on the policy should be addressed in person or in writing to the 
Principal or to any trustee. 

Comments from students will be actively encouraged through the tutorial process. 

9. Person Responsible for the e-Safety Policy 

Overall implementation of the policy is the responsibility of the Assistant Director of Academic and 

Pastoral Care  

10. References: 

Bullying and Harassment Policy 
Child Protection Policy 
Code of Conduct for Students 
Discipline and Behaviour Policy – Students 
Information & Learning Policy 
ICT Acceptable Usage Policy for Students 
ICT Acceptable Usage Policy for Staff 
 
 
 


