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CRITICAL INCIDENT AND BUSINESS CONTINUITY PLAN 

Aims and Objectives of the Plan 

To safeguard the welfare of students, staff and contractors, to maintain the provision of education 
and related services to students, and to restore the Academy to normality as soon as possible. 

 

Contact details: 

 

Critical Incident Team (CIT): Work 

Russ Lawrance (Chief Executive Officer) 020 8376 5900, 07971493896 

Lisa Westray (Principal) 020 8376 5962 

Jacqui Grant (Chief Financial Officer) 020 8376 5910 

Marcella Kirby (PA/HR Officer) 020 8376 5901 

John Mansfield (Director of Campus & Estates) 020 8376 5890 

Dean Britton (Assistant Principal, Student Support, 
Progression & Experience) 

020 8376 5953 

Rosie Shire (Assistant Principal, Curriculum & Quality) 020 8376 5879 
 

 

 

Critical Incident Support Team (CIST): Work 

Jill Lodge (Designated Safeguarding Lead) 020 8376 5898 

Lydia Koffie (Director of Marketing, Communication & Events) 020 8376 5870 

Barbara Graham (Director of MIS & Exams) 020 8376 5860 
 

 

 

The Wider Critical Incident Support Team 

All members of the Extended Leadership Team and Curriculum Leadership Team in addition to the above.   

The team may be augmented by invitation. 
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SECTION A:  

THE ACADEMY’S APPROACH TO EMERGENCY PLANNING 

1 SCOPE OF THE PLAN 

1.1 This plan sets out the Academy’s arrangements to deal with events, which involve the 
experience of significant business disruption or personal distress, to a level which disturbs 
normal operations, and which are likely to have organisational and personal consequences.   

1.2 These include: 

In the College 

• Deliberate acts of violence, such as the use of a knife or firearm. 

• College fires or a laboratory explosion. 

• Students or teachers being taken hostage. 

• Destruction of or serious vandalism to part of the College. 

Outside College 

• Death of a student or member of staff through violence, natural causes or accident. 

• Transport-related accidents involving students and/or staff. 

• A widespread disaster in the community. 

• Death or injuries on College journeys or excursions. 

• Civic disturbances and terrorism. 

 

• Business Continuity: 

• The building is unlikely to experience an event such that the whole site becomes 
unusable for any significant period of time. 

• A key consideration at all times will be to reduce the time that elapses before normal 
operations can be restored. 

• This document outlines the Academy’s response to a critical incident.  In order to make 
provision for business continuity the Academy has established the following principles in 
order to facilitate the resumption of educational provision: 

• Normal activities will continue in parts of the building that remain usable. 

• Arrangements have been put in place for remote working via Teams  

• The Academy will approach the Council to make arrangements for temporary 
occupation of their available accommodation. 

• The College’s insurance arrangements include an element for Business Interruption.  
The policy covers additional expenditure of up to £1m per annum for a period of 2 
years.   

• Management data (finance, student and staff) is backed up daily.  A full back up is taken 
at the end of each week and month, with onsite disc storage as well as Microsoft cloud 
storage.  This process is managed by Capita IT Services. 
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2 BUILDING SUPPORT FOR THE PLAN  

2.1 The Plan has been developed by the College’s leadership team who recognise and are 
committed to the need for such arrangements.  Staff generally, and particularly those who have 
specific roles in the arrangements have been consulted as have outside bodies to which it refers.  

2.2 The board of trustees has discussed and approved the plan. It recognises and is committed to 
the need for such arrangements. 

3 MAINTAINING THE PLAN 

3.1 The College is committed to ensuring that staff understand their roles, that the arrangements are 
tested periodically through simulation exercises. The Chief Executive Officer (CEO) is 
responsible for seeing that the plan is reviewed and updated annually, including staff changes as 
they occur.  The College will make sure that new and continuing staff are kept aware of the plan 
through induction training and the annual revision of the staff handbook. 

4 STAFFING EMERGENCY ARRANGEMENTS 

The Chief Executive Officer 

4.1 The CEO will lead in planning and coordinating the College’s response.  

Critical Incident Team 

4.2 Members of the CIT and CIST core teams will hold up to date copies of emergency details 
readily available at work and at home. 

5 COMMUNICATIONS 

5.1 The CEO will ensure that the Chair of Trustees is informed and consulted at every stage, subject 
only to the need for immediate action to secure the safety of students, staff or others involved. 

5.2 The Plan sets out the arrangements for ensuring effective communications systems and 
information for: 

• The CIT and CIST members, and other key stake holders 

• Contacting the DfE and local authorities where they have placed SEN students at the 
College and any support agencies 

• Communicating with trustees, staff, students, parents, and others associated with the 
College 

5.3 Staff and trustees should not respond to media enquiries but inform the enquirer that they 
should contact the CEO.  Responses to media enquiries will be coordinated by the CEO, who 
will contact and consult the Chair of Trustees. 

SECTION B:  

Planning and Critical Incident Arrangements 

1 PREPARATORY ACTIONS  

1.1 Members of the College’s Critical Incident Team will be issued with two emergency duty packs.  
One should be kept readily available at work.  The other should be kept at home.  The packs will 
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be checked annually to ensure they are current.  Members of staff should bring with them if 
possible, a mobile phone and laptop/notebook and in car charger if available.   

1.2 A limited supply of protective clothing for key members of personnel is held by the Site Manager 
in case of need.  Staff should attend emergencies with appropriate clothing and boots for 
spending time outside (in case this is necessary).   

2 ACTION BY: CEO (OR NOMINEE) 

The tables below are to be used in an emergency as checklists.  A personal timed and dated log 
noting all action taken and information received should be kept by senior staff and by each 
member of staff deployed as part of the emergency team.   

A sample log sheet is attached to this plan as Appendix 1. This should be completed in real time, 
or within 24 hours of the occurrence. 

Appendix 2 attached gives arrangements for contacting the College Critical Incident Team (CIT) 
and Critical Incident Support Team (CIST).   

CIT have all contact details of staff and all line managers have a contact flowchart.  The CEO will 
coordinate contact with outside support agencies and coordinate any media response.   

 

Initial actions Considered 

Assess any continued risk and ensure safety of students and staff and 
others under the College’s control 

 

Call Emergency Services, if appropriate 
 

Open and maintain a personal log (Appendix 1)  
 

Can College run normally?   

Are there immediate implications for other site users or adjoining sites?  

What staffing resources will be immediately needed?  

Decide succinct summary of situation to be passed on in contacting 
Critical Incident Team. 

 

Decide where and when CIT and CIST are to meet. This will be in the 
Hub, unless this is not useable. 

 

Think about what you are wearing in case you are drawn into a TV 
interview.  

 

If the incident does attract media attention, see appendix 6. 

Never confirm or release names or details of those involved in an 
incident until these are formally agreed and parents and next of kin 
have been informed. 

 

 
 

Ongoing procedures Considered 
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Ongoing procedures Considered 

Organise CIT to oversee the following. CIT to maintain personal 
timed and dated logs of action taken. 

 

Set up arrangements to manage visitors – arrange for their names to be 
recorded e.g. a log book in a constantly staffed reception. 

 

Assemble a care team to undertake a care audit paying attention to the 
needs of students, parents and staff directly involved and others 
associated with those involved who may be affected.  Early 
identification of high risk cases needed. 

 

Set up arrangements for media personnel and media interviews – 
separate accommodation in a controllable area that will prevent 
uncontrolled access to parents, staff or the site generally.  Ensure 
arrangements to identify press on site and record names and 
organisations. 

 

Set up arrangements to enable accurate information to flow into and out 
of the College and for telephone calls, by ensuring: 

 

• Sufficient help is available to answer the many calls that 
could be received. 

 

• Staff maintain records of calls received;  

• Brief, but up to date prepared statements are available 
to staff answering telephones; 

 

• Media calls are directed in accordance with agreed 
arrangements (to the CEO).  

 

• Telephonists are reminded that some calls could be 
bogus. 

 

To arrange for all teaching and support staff to be called in and, if 
necessary, briefed at an early stage.  (Subsequent briefings should also 
be arranged). 

 

 
 

The College to set a system of contact for parents, if necessary – (see 
parents below). 

 

The College will use email and text messaging where available to 
inform staff and students of developments and actions they 
should take. 

 

Parents should be discouraged from coming to the College in 
immediate response unless asked to do so. 

 

To arrange for all students to be told, in simple terms, at an early 
stage.    

 

Brief all to discourage staff and students from speaking to the 
media. 
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Ongoing procedures Considered 

To arrange, if appropriate, for CIT members to have a copy of the 
next of kin list. 

 

Action in relation to parents.  If students are involved, 
contacting parents will be an important early task (If it is a major 
incident, the parents may well have already heard).  It may be 
appropriate to ask the parents to come to the College for a 
briefing and support.   

 

Ensure arrangements are in place for all relevant staff to know 
names of parents/next of kin directly involved (and updating of 
this information if situation changes or clarifies).   

 

Maintain regular contact with parents not directly involved either 
by letter or email / telephone tree. 

 

College to issue regular updates to parents on website. 
 

Action in relation to staff: 
 

Maintain regular contact with staff (teachers and support staff).  
Make a point of seeing that all staff involved know each other’s 
roles and responsibilities. 

 

Have something positive to say to staff and respond positively to 
ideas and suggestions. 

 

Be available to see staff when required. 
 

Some members of staff may be so affected, that they will not be 
able to help in supporting students. 

 

Recognise also that if the burden of dealing with the situation falls 
disproportionately on a small number of staff, they too could need 
professional support. 

 

If the incident is away from College, dissuade shocked staff from 
driving to the scene. 

 

 

Period following the close of the incident.   Considered 

Arrange for a member of staff to make contact with any students who 
are either at home or in hospital. 

 

Make sensitive arrangements for their return to College  
 

Review planning arrangements for effectiveness and revise as 
appropriate. 
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Longer term issues Considered 

Work with staff to continue to monitor students informally. 
 

Clarify procedures for referring students for individual help. 
 

Media attention may continue for many weeks. 
 

Staff may also need help in the longer term 
 

Make any new staff aware of which students were affected and how 
they were affected. 

 

Legal processes, inquiries and even news stories may bring back 
distressing memories and cause upset for staff or students. 

 

 
 

 

3.  FIREARM OR WEAPON ATTACK 

The following guidelines are based on advice from ACPO (Association of Police Officers) outline the 
actions that should be taken in the event of an attack using firearms or other weapons. 

Run 

On hearing gunfire or other form of attack, take cover immediately and assess the situation. 

• If it is safe to do so, leave the area as quickly and as soon as possible. 

• Leave belongings behind 

• Move out of the building 

• Do not congregate 

• Do not make any sound 

• Follow the instructions of the security team or police 

Hide 

If it is not possible to escape: 

• Lock and barricade the classroom door 

• Stay away from the door and out of sight from any windows 

• Hide from view; for example, in storerooms, under desks, behind cupboards 

• Turn-off any lights 

• If possible, choose a room where escape or further movement is possible 

• Silence all sources of sound such as mobile phones, radios, etc. that may give away your 
presence. 
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• Remain in place until instructed to move by the CEO or the police. 

Tell 

The more information you can pass to the police the better, but only if it is safe to do so and does 
not put yourself or others at risk gaining it. If you can, phone the emergency services (999) and 
briefly explain where you are. If you cannot speak, leave the phone on so that the police control 
room can hear what is happening. 

• Is it a firearm or other weapon? What type of firearm? Long barrel or handgun? 

• What else are the assailants carrying? 

• What direction are they moving? 

• Are they communicating with others? 

• How many are there? 

Control 

All members of staff should: 

• Report any suspicious activity or concerns (early warning can promote early intervention). 

• Make a plan in advance, even if it is only informal. 

• Secure their immediate environment and other vulnerable areas. 

• Move people out of public areas, corridors and foyers. 

• Lock and move away from any doors and keep people quiet 

Remember 

In the event of an armed attack the police priority is to protect and save lives, but: 

• Initially they will be unable to distinguish between you and the attackers. 

• Armed officers may point guns at you. 

• They may have to treat you robustly. 

• Keep your hands in view at all times. 

• Do not have anything in your hands – any object could be mistaken as a weapon. 

• Do not make sudden movements, do not point, shout or scream. 

• Do not use cameras or mobile phones – their use can distract you from observing what is 
happening and could be mistaken for a weapon. 

4.  LOCK DOWN  

A critical incident requiring lock down can be initiated by a member of CIT or CIST in response to a 
situation that may potentially endanger students, staff or visitors to the College. It is also possible 
that the initiation may be triggered by students or visitors. Examples (not exclusive) of situations that 
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may lead to a critical incident being declared include:  

• To contain a student disturbance. 

• An assault or threat of violence to student or member of staff. 

• A member of staff or student being held hostage. 

• An intruder, including: 

o Someone inside the building behaving in a violent or threatening manner. 

o Someone inside the building who is armed or is suspected of being armed. 

• To contain the spillage of chemicals or noxious substances 

In order to contain and assess the situation, as well as to and prevent it from escalating or 
spreading to other parts of the campus, once a critical incident is declared, the campus should be 
placed into a “lock-down.” This is initiated by using the code word “Code Purple.” This can be 
localised i.e. “Code Purple” in Sports Hall, “or campus wide i.e. “Full Code Purple”. 

Communication 

The method of sounding an alert will depend on circumstances and could be made by 
either discrete or overt means. The “Purple” critical incident message is to be sent to control 
(control is the central security point i.e. at the front reception) via: 

• Radio phone 

• The internal telephone network. 

• Mobile phone / email  

• Vocally  

• Or any other suitable means  

Reception is to log the call.  

• Radio traffic is to be kept to a minimum with priority given to those responding to the code-

word. 

All members of the CIT are to have their radios with them. During a critical incident, all other radio 
communication is to be minimised. 

On Receipt of Code Purple 

On receiving the Code Purple Message, unless they are a member of the response team, staff in 
other parts of the campus are to move all un-involved personnel to a safe location, such as offices, 
classrooms, sports halls etc. and lock the doors.  

In the case of an armed intruder, follow the guidelines contained in “Firearm or Weapon 

Attack”  

Classrooms, offices etc. are to remain in “lock-down” until the incident is closed or are told to leave 
by a member of the CIT or the emergency services. 

The CIT team should at this initial stage seek to contain the area of the incident through establishing 
a cordon, assessing what is happening, and by starting to consider the setting up of holding and 
triage areas.  

The priority of any incident response is the safety of the students and members of staff involved, 
and the safety of the response team. This is followed by the safety and security of any other people 
in the college. 

The aim of the response is to: 
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• Control the situation. 

• Contain and isolate the threat.  

• Avoid escalation. 

• Remove the threat from premises (including handing over to the police), or to bring the 

situation back to normality. 

In order to manage a lock down critical incident it will be necessary to identify and divide the 
campus into specific functional or control areas. 

Containment Area 

This is the area in which the incident is occurring.  Access to and from the area will need to be 
controlled by the CIT in order to prevent it from escalating by more people moving into the area, as 
well as to prevent those directly involved (for example the perpetrators or people who have 
becoming contaminated etc.) from spreading the incident to other parts of the campus. 

Holding Area 

Depending on circumstances it may be necessary to have temporary holding area to process 
people moving out of the containment area. This is to allow those connected to the incident to be 
separated from the rest of the college community, for witnesses to be identified and documented, 
those not involved to be sent to a place of safety, and any injured to be moved to a triage area.  

In order to maintain control of those moving from the containment area, movement to the holding 
area will need to be strictly controlled in order to prevent any of those involved going to other parts 
of the campus or leaving the grounds. In addition, the holding area will need to be secured so that 
those involved are not placed in any addition danger.   

Place of Safety 

In the event of a critical incident it is most likely that un-involved student, staff, and visitors will have 
to be moved to a place of safety. A place of safety is a location where those not involved in the 
incident can go in order to avoid being caught up in the incident. In addition, the place of safety can 
be used as a means to control the behaviour of the college population in order to prevent them from 
becoming embroiled in the incident and thus risk escalation and loss of control. 

Please note that as things develop a place of safety can be either external or internal.  

External Places of Safety  

 

• Front of campus site evacuation via White Hart Lane 

• Rear of campus site evacuation via Academia Way 

If the situation is serious enough, and if circumstances permit (i.e. people are not put at risk), the 
evacuation of the campus (full or partial) may have to be considered. The decision to evacuate is to 
be made by the CEO or by a leading member of the emergency services team and reported to 
the CEO (or in their absence, to the Principal or other member of the Executive Team (ET)) 

Staff will remain with students at all times to ensure safeguarding responsibilities are maintained. If, 
following an ET assessment of the situation, a decision to dismiss students for the day is made this 
will be communicated to students via the supervising staff. Students who, for whatever reason(s), 
cannot be dismissed (e.g. vulnerable learners, or learners who any other significant reason) will be 
supported by staff in making other arrangements. A small number of rooms (including a control 
room for the Executive Team) will be available at to accommodate staff and vulnerable learners that 
could not be dismissed.  
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A further ET assessment of the situation may conclude that staff also need to be dismissed 
for the day. This message will be communicated in person, by phone or via the college 
email. Staff that cannot make alternative arrangements or staff that need to remain with 
vulnerable learners will do so in the designated rooms at the college. 

 

Internal Place of Safety - 

In the case of an internal evacuation to a place of safety, members of staff are to move any 
students or visitors into classroom, offices, sports hall etc. For staff and students in the 
designated ‘safe areas’ will be the fire exit passages and stairwells running off the building. 
Once all un-involved personnel are in the place of safety, doors should be locked or 
barricaded. In addition, staff are responsible for maintaining control of those under their 
care until such time that they are released from this responsibility; such as the incident 
coming to an end, or being instructed to do so by the CIT. In addition, all in the place of 
safety should remain out of sight of the incident and quiet. This is to help prevent any 
“egging on” or the person at the centre of the incident attempting to “play to the crowd.” 

Furthermore, the CIT leader will have to take into consideration the safety and security of 
those members of their team, or other staff members dealing with the incident, and in 
particular, ensuring that they have a safe exit route if the incident escalates. 

As soon as the area of the incident is contained, the CEO (or in CEO’s absence the 
Principal) to co-ordinate the response, direct the other members of the response team as 
necessary until the incident is either closed, or handed over to the emergency services. 

It is important that the CEO (or in CEO’s absence the Principal) takes a “one-step back” 
approach. This is in order that they can effectively co-ordinate the response and not to get 
so closely involved that it affects their decision making and they are unable to carry out their 
task effectively. 
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EMERGENCY EVACUATION/SEVERE WEATHER CONDITIONS PROCEDURE 
 

Procedures to be adopted when severe weather conditions have or are likely to make driving conditions 
hazardous or cause the public transport systems to be severely disrupted or cancelled. Information is 
posted on the college website during the winter period. 
 
1. Closure of College once in session 
 

a) CEO to monitor the situation when severe weather is forecast but has not yet arrived, or where 
unexpected severe weather conditions arise, and assess the likely impact on students’ normal 
travel arrangements.   

 
b) Where it appears likely that severe disruption may occur, the CEO makes the decision as to 

which students/staff be allowed to leave College early. In the absence of the CEO the 
Principal to make the decision after consultation with other members of ET. 

 
d) ET to organise the passing on of the early closure and travel details, and to advise staff and 

students to check the website/speak to their line manager early the following morning to 
check whether the College will be open.   

 
e) Once the College has been cleared and the usual security measures taken, Core Team (of 

staff who live locally) are to report to check if any assistance is needed in organising student 
travel or securing the premises.  It is important that we do not “abandon ship” and leave 
the sorting out to support staff. 

 
g) CEO/Director of Marketing, Communications and Events to ensure switchboard is staffed 

until close down, at which time the appropriate recorded message is put onto the main 
answering machine. 

 
h) Site Manager to ensure the securing of premises. 
 
i) CEO to make decision, if possible, about following day, based on weather forecasts, 

following consultation with the ET and Director of Campus & Estates. 
 

2. Closure of College prior to commencement of day 
 

a) ET to liaise by telephone early on bad mornings to determine if the College is to open. 
 
b) Decision to be relayed to Director of Marketing, Communications and Events. 
 
c) Where the College is to close, the CEO, Director of Campus & Estates and the Security 

team are to liaise as to any necessary action on site e.g. inspections/emergency repairs. 
 

3. College to open, but not all staff/students able to get in 
 
a) Where the College is to open, but some students/staff not able to get in due to severe 

weather in their area of the County, curriculum directors are to ensure appropriate 
arrangements are made for students to continue their studies, even if normal classes are not 
possible in every case.  Students must NOT just be sent to areas of the college 
unsupervised. 

 
b) The Chief Financial Officer to liaise with catering staff to ensure adequate facilities are 

available. 
  

c) Facilities department to take appropriate action to ensure problems with heating, frozen 
pipes, dangerous roads/pavements etc. are minimised. 
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d) Director of Marketing, Communications and Events to ensure telephone switchboard is in 
action. 

 
e) Weather situation to be monitored. 
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                                                                                                                                  APPENDIX 1 

CRITICAL INCIDENT LOG 

 

NAME:_________________________ POST:___________________  PAGE________ 

Date  Time Log 

  Message 
From* 
Call to* 
Action* 
* delete as 
appropriate 

 

Details  

 

Contact details 
~(if not 
previously 
recorded) 

 

  Message 
From* 
Call to* 
Action* 

* delete as 

appropriate 

 

Details  

 

Contact details 
~(if not 
previously 
recorded) 

 

  Message 
From* 
Call to* 
Action* 

* delete as 

appropriate 

 

Details  

 

Contact details 
~(if not 
previously 
recorded) 
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                                                                                                                                           APPENDIX 2 

 

Arrangements for activation of Critical Incident Team (CIT) and Critical Incident Support Team 
(CIST) 
 

In the event of an emergency, the CEO will decide to activate the CIT and CIST.  They will state clearly that 
they are doing this and, in the case of a person deputising, that they are acting in place of the CEO.  The 
first person that they contact in CIT will also be told or that as the first person contacted, they are 
designated as Lead Person for activating CIT and CIST.  The CEO (or person deputising) will give this 
person the following information: 

• A brief statement of the reason to activate the CIT to be passed on to all members of CIT/CIST. 

• Any additional personnel beyond the core members of CIT and CIST to be contacted. 

• The time and place that CIT and CIST are to meet. 

• Any additional information that is to be passed to particular members of CIT/CIST 

The CEO (or the person deputising in his absence) will check that the Lead person for activating CIT/CIST 
has access to their emergency planning documentation 

The Lead person for activating CIT/CIST will urgently seek to contact all the other required personnel and 
report back to the CEO (or the person deputising in their absence). 

All members of CIT and CIST will log all actions using the log in appendix 1 from the time that they are first 
contacted. 

 


